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(57)Abstract: 

PROBLEM TO BE SOLVED: To realize safety 
communication, without using authentication servers. 
SOLUTION: A configuration interface 20 automatically 
generates a cryptographic key, based on data 
communication between with an external remote 
controller 30. Then, the generated cryptographic key is 
transmitted to the controller 30 and sent to an 
authentication block 21. A sequencer 18 deciphers a 
packet sent from an external network 12, by using the 
cryptographic key. The sequencer 18 ciphers the packet 
sent from an internal network 14 by using the 
cryptographic key. The controller 30, receiving the 
cryptographic key, stores the cryptographic key in a 
memory means 36. The cryptographic key inside of the 
memory means 36 is introduced to another fire wall 
module via the controller 30. The same cryptographic 
key can be set easily among a plurality of fire wall 
modules, to realize cipher communication. 
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#tt 4 . JB5g^)^« . i <T>* * U #S 3 6 $r [ffig# 
* s 8iW-ri> 7- y b- i-^^m^fLT 7 r 
>f7-7*-;«ya-/H 0 D ^E— hny 

[007 7] tcii. 'Jt-h3yhD-530lt rtSR 
*yf7-?14«i:, 9W*»y b7-^W 1 2tOia 

•J^r-hay h-u-7 3 0*»£>$Wh3-rc. UE-h 
n y h a- 5 3 0 r t .*WWC»* i±J t S)S^7 r 4 T 

-^t-Mya-yi- 1 o t$mi,z£&mm£?Tb-ttx 

l>fk^. 4fc. 'Jt-f-3yhD-7 3 0rfc»tft 

*>tbL. y-M^-yt;k3yt A -?rtS(?)77>f 
7--7*-^yi-;H Otiift^iiTip-frTtm-*. 
[00 78] $^^C, Xx-yTS3-5tt3^T(4, =fU 

Dt%m<r>3U£mzt5tf&7Ts( t-v^—^^'jl- 
;W 1 0 icfit^-T 5 . £ <75{£*S(i . Wffl*6* 'J I- 3 y 

ffic7)S:i£^K(t4»ixTv^7T^T-'7 
yf—)\s^isjL—)V 1 0 tf^lSliE7'n -y 7 2 1 I D 

[0079] ftflsWtJis ^Offl^li U b 3 y h o- 

7^t^yx^ •y^-3 4b$rifT-r§» iflt^y^ 

3 6rtfctSlft$itTV^Bf^Sti: ID£31fi^K3 2£ 

■kLX?T<i T—*7*— j^iso.—fUi oftaioyy 4 

7V—is3>>4y? — 7^—X2 0t l zmE-fhCOX'h 
. h. 3^7^/^ yaW y^-7x-X2 0(±. Bg 
I D fc ^'Mfl^ixT < -S. fc . dix^&fSaET'o -y 
? 2 1 tin* . ISIiE7"a 7 ?2 1 im^tiX # ^Bf^ 
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[0080] Z.<D&0t,zLTmkC07T4 T—*7*-)V 

i om±<^Mmizt5^xi^ixh(ovs^mb i Dzm^ 
[oo8i]xf7rs3-6 iz&^z mm^if^v 

<H0HI/tl«l«*7 h«7-7 1 4£T?bX$:fi : 
a. dcOidC. ^tft^JKCiiVi-rti. |b|— ^at-^a 
&lf I D #t£5££ tUZ 7 T -Y 7- *J -a -llrt i?* 

[0082] X7--y7S3-6t,Z&lf&yT47— *7* 

-iv^is^-ivcommkWift'kmA^ 06. 07. us 

[0083] 04li. 7T-f7-^t-Mya-;H 
O^L-CrtSS^-y r-V-? 1 4*»^»*-y b7-7 
1 2t^LTf r -^SrjMft-ri»^-tf07r-fr-^*- 
/HEv^— /n o<5DKrf££SH-7o— f-v— hx-S>s. 

[0084] 06. 07. 08i±. *l»SB*-y r-7 

1 2*^j*^>ti.T#7tT r -^Sr7r^T— "7* —A- 
^ya-ZH OZiYLXftUz-v 1 4{I#Sft 

^^77^ 7—*}*— rt^sAx-zH 0«iSfE2r 
^t7 0-f^- r-T'&S. 

[0 085] &@Hrfl: (04 ) . 

*-f. xf7rs4-K:fcv^. i/-^yti8ii 
rt»*7h7-^ 14^^7 bSrgft-rs. -tL 

-etfO I P'v-y r-XtiTC P\7 Oft^T? -feX 

J;3fc. i*— try^l &\±%<T)ftmz79 J ^^'r--?')V 
ttLX\ih. 

[0086] 7?*^-7)V<nW?$:&tWaMtm 

b^z^ixx^h. znmizTjk-rxoitz. 

tVA- (Destination Port Number) Bt-^-fbb* -y 

t- b *-&tsx-7fVX'foh. 

iy h u-ib^. &twt-fbb*-y h«o*j«»fffco^r 

[0 087] ST. Xf77'S4- 1 fciJltSBBEWiS 
«»§*UO^%£fc:ti, X7"'y7'S4-2t«lS 
a»SirTV^V>«^«. Xf77"S4-4 

[0 088] Xx-yrS4-2fctJV>T(i. -f-OS«rt 

•6 . Bg#-fbb -y r- tfSL-oX t ift«d-£M: . Xf77"S4 
-3te*ag#^frL.. ^T^&iv^cti. Xf77' 

[0 089] X-f -y7°S4-3fcfcV>T{i, Bf-^-fkUT 



*r»* > y h v-? 1 2 izm *) aj-r . 

[0090 ] d<JDBf#-fb^Lt(i, s/-^ytl8 
ti. IglI7 , o-y^2 1 *^Bf^fb®Sr^tBX 9 . Bf-sf-fb 

[009 1 ] *5tafiOje3Bl<07T^T—^*- 
/^yz-ZHOli, Bf^-ftJiS:-JglC-«affl^S. 

-f&fc*^ 7T^r- , >^-/w ; e^jL-;n os-fflffl-f 

iJt-hayho-530 Sr»^ LTBf^-fbOS.r/ 1 D 

<n^m&mttb. *lt. ^L^Bt-^-fb^at^ 

I D £3- 7 r W T— *7 H—lV^i? ?.—A> 1 0 (*J<5Dl2aE7" 

[0092] k*>^/t. mm^onu-yzibizfimcD 

[0 09 3] X"ry-7°S4-4l,Z^Xli, ZWtir-y 

h£7?-txT--7Mz%itii,zmi~ti . aiwi-twt 

ir y hO/^-y hffl$g$rT— 7';Hctgifrf--5. ZblZki 

[0 0 94] yt^r-y r-fifSEfcfi. IP7-(Hk^. T 
CP/UDP7 -f — /UHOfflr$BSr#V>. fcbUSIP^ 
•y^TC P^-y ^'-^Olttfg^^lft-rS . ^< b 
*>y^-y hfflffifcfil P7-f-^KXIiTCP/UDP 

[0095] fU, fUf-f^-ya^-btV 

(±. Bg^-fbb*>y h^lStt^ttTV^. Mcoj; ofc. 
^xf-/;WI-l/3-Hll A-^7MfiJ:. fa 
fa-yg^-bt/A'-L Bg-^-fbb'-y h bfrh 

ms&ixh. B^bb-y h<o%mmiiL->x^%^im 
foj x-hi. 

[009 6] Xx-y7'S4-5^*3^T«. '^yhtf 

m^ikZti^tzzntikJ y?-y x.-x l 6b^L 
T^rSS*-/ b7-? 1 2C3M0ajSiXl>. 
[0 09 7] ^fiift^ (116. 07. 08) . 

Xf77S6- lKt3V>T. y-y-ytlSIl 
*r**«y h7-i? 1 4^^^-y h5rgfi-f-i>. 
t. iy-7->"^2 lti. I2SE7o-y^2 l|^^77bX 

r— yj^m^m l . ^-^ vtis «y 

?-feXf- yiV-fpliZ— gtfS-r -f Xf ^ ^— iya 
h^-yys-^fcixif. xf77'S6-2l.:»flT 
L . -gCt & <7)*<4- WHf . Xt77'S6-5 tcMffl 

[0098] Xf >y7 , S6-2ttJV>T(±. TiybX-r 
-7VUfcC0j:tK* 4 lu ; fT$iX'l.. mcO^dry 
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SlZteXT-v 7S6-4 \,Z%kmtF&'*T~? h . 
[00 99] Zf7rS6-3fcfcUttl f«A77 

foh. z\<rm. T^-fex-f— y/uoBf^-fbt*/ f^Sio 
<o J: 3 icHf^-fb • a^-fk^a^^a £ 1 1 i o-c , mm 

[0 1 00] XT"yTS6-4ttfcV>T{i. 

[0101] xf 7rS6-5l:fc^Tti f-fXr-i 
*— a y h 7- w 7 r A T— V * — /V* ^ 
-;n Offlcodt- hxyA-T-£6A>S:M$562ixl>. 
c: owwil- -Sc-f fttfH 7 cdxt- 77S7-it: 
MStf^fr t . ^-IfeT'&Wf *x -y 7° S 6 - 6 lz%m 

[0 102] 7r'(7- , /*-^^HH0 

[0 10 3] ^c*3. -gct?tfc*3^i:{±. ^<7V^-y 
Y\i-7rAT—^^—)V^'Ja.-)V \ Qfmn^v hX' 

[0 104] Xf 77S6-6Cfc^Tll ^SPA 1 ^ 

hixxzfz'^-v htfmmztiz,. *- h is-r 

TS>&. 

[0 105] @7iOXx-y7"S7-ltCJoV%'r(i:. ^7" 
•y hc7)T-^"<--f a- FSB£12ll7"ci 7^2 1 «gtt£ 
tlX V > 6 Bf^H Srfflwc «^-fbf I) . 

[o i 0 6] ^mm^mmnza^xa. yr^r-v 

(2. I D^t&JftLT^roO&^fT-oTV^. Z\<n£ 
[01 07] Xf 'y7*S 7 - 2T'(±, fl-^-fb L£ I D 

mzmm^-coi Dttm-ti. jtisois*, — wc 

-?mfXT- 77S7-3 £*PI#7#fT t , wi 
(fi8^f 77S8-1 tcMS^W^^ « 
[0 1 0 8] X-T"/TS7-3l,Zii^Xii. 7?-fe7f 
-7V^^x-y^*^f$ixS„ M^«iIP7FW 

[0 109] X-f 'y7'S7-4tCfcV%T(±. 7?-feXf 
-7VU^x -y^^m, h^i^'St^T? 
-feX^-7VWi^»$ixTV^x(fXx-y 7S 7 - 5 

mmvfs L.m$z ixx v ^ v ^i-a-tti . 7f77S7 

— 9 (c^S^^Ti"-!) . 



[0 1 1 0] XT--yTS7-5^i3V^T(i. I D£flJr5£ 

t J; . y ? U * y h'&<n I d £gfi L*:afi<y3 
ffl3MII#3 7f SriELV ^ilflffi^ k fg^-T Sit 

[0111] Xx-y7 = S7-6tCfcV^-C(i, iV^'J^ 

y hf^cT) i d ^Bf^-fc-f h . Bf^-ft,{iigiiE7-n 7^21 

[0 1 1 2] Xx"/7*S7-7£i}lvai. ^tfOBS^L 
Lfc I D?:f-^M a-KgPt-i-tfy^-y bSr. ^I-SP 
^-y hV-^ 1 2£tf-LT, 5ttcy^-y hSriMfttT^ 
7tMfl7t(C5M.|» . Z\til±^MmmmzT7 J V -y 
mitzZtlztch. 

[0 113]Xf77S7-8tfcUttl 7?^7f 

[0 114] Xf -yrS7-9fc*5V^ti, fl-gp#>4>i£ 

[0115] <X(C. Xf77S8- lfc*5V>Tti. 
Lfe/N'^ y h4>iclfitt$#i.TV^ I D Zmfe&tziff? 

—X'foh. 

[0116] XT--yrS8-2(ci>v , >T(i. x^U^y 

8tT5*&fc:i±, Xf77S8-3C5!il* i ¥ffL. ^ 
— gccoJf-grfiXx 77S8-4 fciMa**^ 4 . 
[0117]^f77S8-3C^m T^-tr^T- 

IP7-f-;kK^ TCP/UDP7 ^-^Kcoffifg^r 
W5. 4-*<ki>. ziit><mmzl±, iP7-f-;UH 
X(±t c P /u d p 7 * Kcoff tit . 

[0 118] Xf-'yTS8-4fct5V^{i:, /^-y bffi 

*ffcfcT«y hfcftTT r 1 J fc-TS. -ntcioT. UJl 
^tOjiflTC t (OraOjifiteBg^tiWitc =t -5 T»t 

[0119] Xf77S8-5Hi3V^ll I D ifi — 15c 

-)v*l yj. -M^cDmm^m^ x § ti^cox^- 
h. 

[0120] g$g/*ir -v b . 

-;U^i>\i-;H oti, F^^^-y YV—9 1 4*^iMfl 
$^T#/c^ 0 ^ y h^^^^-y 1 2tc^<l 

■y H7-? 1 2tCiMfl-r2,Clttft6. Z.-MfilStX'r 
■y y S 6 - 4 TR&. L fcJES> ^ ?ht»4. 
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[0121] is&rw->y hcompfimtf^tztjkztix^ 

[01221H9 ( 1 > KittES"*-? Yim^lxZW 

L TCP\7^-t. ID AWHfcS fUtx- 9 k . 
<r>3f&W>7'<av7Z'£A,X'^2>. ZZX\ TCP's y 
f'-lZ&^Xli. faf^^s^-b+yA'- 

[ 0 1 2 3 ] fr*S. Z.0)jB&*jrv Mi. fSffiE^n -y ? 

H^ft3:h.T#fc^t£OJ: dSTjCS^- -y h££ 
j£U ^tiB*"*"* (±EXr-y7"S6-4) . 
[0124]I9 ( 2 ) t«±. JES^ - y h £gff Ufc 

&&mi>tzw*m-n&w<'y y h<^im5ii#*$*i.t^ 

£ . i 7 Mi. ±l£Xf y r S 7 - 7 tfcv^ 

Ti^fi^ti-S^ •■/ hX'foh. icoatc^f J; at. 7?c 
E^-yMi. IP\7/-1:, TCP^7/-J:, FJt 

k. <7)3W8L<r>?w7*lsA,-£^i>. Zz\X\ TCP 
^■y^'-icfcwcsi. y-x*r-hfyA'-li, 7H 
T--?*-^^-^! Offl<?)^-htyA"-tl) 

1 0 tmmLiZ.^ y hTS>& £ k £ k 

[ 0 1 2 5 ] ^(OM^^ 7ht, ISIl7"o -y 9 

2 1 *«Mf6 . tSSEyo 7^2 111 JBSFA*- „ h £ 

ximmm<?>mffitf&T z t zm^miztet h z. t 

1fiX'*&. 

[0126] \3±&<iZ. i a *«lf^&*7 t4T-*?* 

T . ft#Wtt±mTcoJ: a SriM*- H £»I-f & £ k 

[0 1 27] fflfl^e— HI ( 7H T— /HEv\a. 
-;H3l±£7)Mfi) . 

~7r4 t— fvt.zs*.— ivi on±<^>Mmza^x 
14. Stt^fciat. ft^ttt'jt-fnyho- 

9 3o** ; ey¥K3 6fc.fcoT. fta^Bf^stat/i 

D^r-fT- 1 ?* ^' jl— 1 0 tl&£§ ixT 

[0128] ilfl*- H 1 <VWe&W&t& 
0M21 OKTn^ftT^S. 

[0 12 9] — JjCOy'T'JT—*?*— ;1^E^jl- 
/H 0 azr^tfjlfi^-rA*^, Mc7)7 7'f7- , 7 



*-;«y'a- ;H 0 b5r#tfjiftv-XxA^vy^>y h 
^'iMfl^ix^ (100). £<OiSfitf>IBL *rU^H#5fc 

L/saOTfcS (Xf 77S4-4) . 
[0 130] <Xt. JiiELfcia t. Xf 7/S6-6 
Cfot, W]<7)7 t 4 7->?t-/^yi-^l Ob 
cofgaETa 7?2 1 ttjSSA*- .y h ££j£U 
^T<0^Xf AtcigiS-^S . ifuWE't' 10 2 XfUZtlX 

S. 

[0131] JES/^ >y H£55fl L fc— *<0 7r-fT— 
"7^-/Rya-;H Oali I D$rfI#L (Xx-yT 

S7-D s T9^^f—y'MzmiVxhh^m& 

L (Xf77S7-4 ) . X7=--y7'S7-7t±3^T?l 
f&^y Y*m-ft<r>7T4 7- l 7=t-Myi-yH 0 
tjEfc-fS. -TiT-tiia* 1 04T^§irC^6. SA> 
t. at^flib'-y HfcSiTfeii* (XT77S7-8). 
[0132] 5&t£Ax y H £»a LfcflfcfcO 7r^f7- 
;H Obl±, Xf 7TS8-1TID 

u ^ > h Lfc*sii7c<o i d im^tii - k 

(Xf77*S8-2) . 7?-feXf- 
-yhffi#*a^L. Bf^kb'-y H&iT^. 
[0133] JJLhWj: a I,ZLX. M^XxA^'mm 
77-feXf- y;Wc^l*$ix. A-^7Hi 7t4T— 

^7^—)v^ja.—ivi osrjias-rs^giswtBf^ 
-ft. a^fli^iis. zmtmb. vfrtmrnig-mzmfrt 

2>Z\tifiX-*h. 

[0 134] jlfl^e— H2 (~7 y 4 T — *7 1 — /W-E i/j. . 
7r-f7->)*-Wyj.-;H0li -ecO^— ir>"^ 
^r^-^t-My'a-^ 1 0 Sr^rt^V^-^-T' 

[0 1 3 5] BUc^^J: at. 7r-(7-'7*-/« 

ya-* i o zm^xftmzj*7- ••/ h zmm-t&i&stz 

{±, il^fflfC'^iffif7? *xf-7';W:f«*' 
^rSiti. (XT77S4-4) . 
[0136] Lti^T, — ST?-feXL7tffl#5fea><i> 
M'^r -y H^iM'bfl.T § £>f7?tXf-7" 
/UrtW^-y Hffl$lik^Sc-r.|»{i:-rT'J>^ (Xf77S 
6-2. S6-3) . UtfoT, Bf^^*r*kt4^ 

[0137] ja±56^; J: a ^mmnmm 1 tin 

li\ 7r-f T-'>*-;U ; &v-.x-;H OSrfflV^Clkt 

^7b5:^LT^t7?-bXtl,;t A^TflETft 4 . 
1ft. T^-bX-f !>1SflJS-*-t4f']ffl*SFtS3I^ I D 

jgs-rii k**r# . 3c^tai«*ff a A^rsg-cjb' 



(& 1) )02-374308 (P2002-374308A) 



hZ.b & t <0X*$> h . 

[0138] a^Sft^ffi 1 fc ±*Uf . y h V- 

?14tWS*7 by-? 1 2.iph7-7*^htz*h<r) 

[0 1 3 93 &EM(0l*iM*-y YV—9 1 4^ 

cDmAZffi±Lii. fig&*-y h?-? 14 / \T^-feX 

m j >mi±f$.~f h may^h. t z wo 7 7 a &Hfrt 

-9-18^ tgfiE:7*u-y?2 1 . >Jt-h3ybn-73 
Otc^fi^-^o 

[0141] 3>7-( jy'V— >-a W y^-7x 

irnmnmmmm. Blue Tooth^oisssie . ^a-w 

fflMTabl) Infrared Data Assoc iati on* WHSx— ? 

mimmfet Lxmmkzn-itifflfe-z'foh. Blue too 

[0142] it> 'Jt-h3yhQ-5 3 0«0» 
•fe >yfi:*>^fll«$nTV->S . 

[0 14 3] z<r>yr-<7— >7#— ^s^jl— ;H o 

[0 144] CKO'J^-hn^bn— 530tt. ft*"! 

[ 0 1 4 5 ] 7 7" -f T- , 7 * -/HE is* -)V<rMfc 
7r^7-7*-Mya-;H0tl ^HWiLSI 
Ximt&Z.tW&t U\ ^^-T-y-9-1 8(4«2 

[0146] U>»U ffiJffix^fttSfc'g^Six&^ffl 
^T14. 7r^7-')*-;i' ; eya-/n o)±ro/7 

- 1- fc* $ *ut iME€r n >- f j. - 9 £Hfr §t4r 
o/7AtJ>S. itL^^rn^'^A^^-H-r ^ X? 
*S<9iEtt*8fc*&*fi Ufca Vt-i-^SJBV^T JJB7 r 



[0 147] dOH^-TidlC nyb'i— ?1 2 0 

i4. ktm fc:cn*TaKfciw^ 

>y-9"l 2 4R(?)7n/7i*5:Ifit5. F*3SB*-y t-7 
-^HtO-fy^j-Xl 6a^ ?l-»7b7 
— ^fcO'f V^7i-Xl 6b-£<7)i><7>{4 I EEE8 
02. 3*CO^>-^-7x-XT'35 0s A-K7i7t 

hu-730t<7)4 yf-7x.-XHfzti.iZl r D A 
y^-7x-X200 Srf Uffi-f S - 1 *W£ LV> 
ffi<7)7';W— h 7— X (Blue Tooth) ^<7M y^— 7 
x-*£5flJffibT*>j&»*;b$:V*. 4fc. rrn^AJi/N 

[0 148] ^r*J, -Y V?-7x-716a, 1 6b(4 
y \- H >7 x r -i. (ntmt. L^t&^fztf. *<r> 

btffmX'bZo. 3y7-f/l/-ygW^-7x 

co TootiwyM v9—y x-xtJiSA 5 , rw^f 

x -xS^tH Ltt^A-^x 7<n®\m$ma? 

^Mzx^xmm-fh z t fiwt lw c\i\t>oyruy 

5MA-Hf^?122lCfittU*S<. 4fc» H 

wwmte.*^— Kf^? 102 srfijffl-r-s zttmt. 

-tKehh, Ell 1«0M(0^I1 HIKfctt* 
iIfI7'o-y ^{4. A-h*fa? 1 2 2l*l«7n/7A 

[0149] mmnmmz . 

JJEHitOJgJB 1 T't4 . U V rj y b a-5 3 0 lZj< 
[0 150] L,*>t. a^^lz-yaWy?-? 

[0151] ZC0J: 7 *»jR&S-rH3&«H 1 2t^$il 

y^-7x-X2 0t«, ^^^-7x-X2 2 

(4. **y¥R3 6#IC#-H<9»&fc:fcL I 
HU-^/5-f^T*4. 4fc. ^t'J#g3 6^77 

74?&m^&. Bt*t, ^^';#-S361ct-^2: 
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[0 15 2] ifc. jff^USB^y^-7i-^/7^ 
^777^1^^ 'J «*a/,rt** * U SAaf 8 

y£^y¥K3 6fcLTfflV>&*§^(i. ^tW^ 
-7x-X22tLt. USB>f^-7x-XrlSffl 

ic-fffiou s b 4 x-x 7 T 4 T 

-/he i?i.-iv i o trntth z t #-e# . am 
[0153] ^rfc, iai 2<7)£oZcmtftzmmLtiW) 

f'Jffl*t±. U^— h3Vh-D- 73 oe>#?y$:W 
T^hith^^zyr^T-^t-)V^=Ja.-)Vl OCi 

ot, Bt#tt&tf ID 3 
V7 -f /U— >-h W y^-7i-X2 0(7)7D/7A 

x/ 1 d io*jas-B8tw& ± o %mw*m.^h . 

[0 154] 3y7-f/l/-y 3 W^-7 
I-X2 0I1.4* LfeBf^ttRT/ IDS:, f2H7*n y 

?2ifci£<tu ^*u*a3 6k:»#atf. 
[0155] Mtc. u#S3 6izmh%ti*:tmm 

RTf I D £t?e^JR 0 . ISSE7'd >y ? 2 1 CtSftWSilrf^ 
£3Sff§-£4fctt. mmmiZX?>Z.J •yi7-2 4b£# 
TfS . WflMWsK* >24b ?rffT-r ■& h . 3V7^ 
/b-i/a y>f >^-7x-X2 0«rn/7A{i s r 

§g^ai U IgtETo 7 ?2 1 fcjMfi-f & . ISfiE7"n - y ? 
2 lt± CI tOHi^ii: I D =**5» ^ 

X2 2 5rfflV.T^T?ixl.„ 

[oi 56] 3 iz^mmcomm 1 fc^sftfcttjfc 
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